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Infrastructure Must Be  
Automated and Secure
All organizations want to move faster, ensure security across their environments, 

and save time and money on infrastructure and operations.

Provisioning and management of most application infrastructure components  

is automated, but networking and security largely are not. This creates 

bottlenecks in application development, deployment, and management.  

Plus, lack of visibility into network traffic, inefficient resource use and planning, 

and manual troubleshooting can all be detrimental to networking and security 

infrastructure and operations.

To move at the speed of business, networking and security automation must be 

built into the development process, without slowing down developers.

Introduction    |    Case Studies    |    Conclusion

https://www.vmware.com/
https://www.vmware.com/
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Keys to a Successful Network Automation Solution
A network automation solution must enable the complete automation of networking and security, helping  

IT and developers embrace the fast, agile operational model needed to move at the speed of business.

A comprehensive network automation solution provides

• A single networking and security platform across multiple automation tools. The solution must allow 

networking and security components and services to be automated with a wide range of tools, both internal 

and external, including open-source solutions. Organizations should not have to completely retool their 

environments and retrain staff to automate their network.

• Consistent networking and security across applications, sites, and clouds. The solution must enable  

a unified network configuration to be applied across traditional (VM-based) applications, bare-metal 

applications, and new, cloud-native applications built with containers and microservices.  

In addition, you should be able to automatically extend the network and security policies  

to multiple data centers and clouds, both public and private.

• Automated troubleshooting and remediation. Network automation must  

enable granular troubleshooting of network problems by showing exactly where  

in the network topology errors are occurring. This reduces the time needed  

to manually sift through logs to pinpoint problems and ensures  

faster remediation.

https://www.vmware.com/
https://www.vmware.com/
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Network Automation for Speed, Security, 
and Savings 
VMware Network Automation solutions improve operational speed and security  

in your data center and cloud environments, while saving time and money on 

infrastructure and operations. Network Automation includes

• VMware NSX® Data Center

• VMware NSX® Advanced Load Balancer™ and WAF (Formerly Avi Networks)

• VMware vRealize® Automation (on premises) /  

VMware Cloud™ Automation Services (SaaS)

• VMware vRealize® Network Insight™ (SaaS) / VMware Network Insight™ (on premises)

Network virtualization with VMware NSX delivers a completely new operational model  

for networking defined in software. When leveraged as a component of VMware Cloud 

Foundation™ to integrate networking with software-defined compute, storage, security, 

and cloud management capabilities, you can automate the deployment of all the building 

blocks of the Software-Defined Data Center as a ready-to-run workload domain.

Organizations in diverse industries around the world are using VMware NSX to power  

their network automation solutions and reap significant benefits. 

In the pages that follow, we look at some of their stories.

Case Studies
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https://www.vmware.com/
https://www.vmware.com/products/nsx.html
https://www.vmware.com/products/nsx-advanced-load-balancer.html
https://www.vmware.com/products/vrealize-automation.html
https://cloud.vmware.com/cloud-automation-services
https://www.vmware.com/products/vrealize-network-insight.html
https://cloud.vmware.com/network-insight
https://www.vmware.com/
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Integrating Environments to  
Deliver Data-Driven Insights
Global information, analytics, and solutions company IHS Markit provides data-driven insight for  

its government and corporate customers. The company is implementing software-defined 

networking and a hybrid cloud and has deployed VMware NSX Data Center into five data centers. 

IHS Markit uses VMware NSX Data Center with VMware vRealize Network Insight and VMware 

vRealize Automation to manage their VMware NSX Data Center implementation. For highly 

automated application delivery and load balancing, the team has deployed VMware NSX Advanced 

Load Balancer. Developers write applications in the private cloud, and the company uses vRealize 

Network Insight to troubleshoot the environment, and to discover connections in the NSX Data 

Center environment.

Challenges Successes

Manually provisioning VMs took up to 200 days. Provisioning reduced from months to 1 hour.

Infrastructure provisioning process took 6 months.
With vRealize Automation, rolled out a private cloud that 
helped developers cut the infrastructure provisioning 
process down to 1 week.

Different environments in the data center not integrated. Integrated environments from containers, to the public 
cloud with AWS and Azure, to on premises.

https://www.vmware.com/


‘‘ VMware really has our best  
interests [in mind]…they challenge  
us in the way that we’re looking  
to do things, just as we challenge  
VMware. I really look at  
VMware as a partnership.’’ IAN BARRACLOUGH 

 VICE-PRESIDENT OF INFORMATION TECHNOLOGY 
 IHS MARKIT
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Staying on Top as the Number One 
Insurance Company 
Harel lnsurance lnvestments and Financial Services is Israel’s largest insurance  

and finance group, providing comprehensive financial and insurance solutions. 

Harel wanted to create an efficient, flexible IT infrastructure, automating every  

human process possible and shifting the focus from maintenance to new service 

development. And it wanted to remove barriers to storage, performance, and 

network, allowing developers to be faster to market with new services.

By deploying VMware NSX Data Center and VMware vRealize Network Insight,  

Harel is now better able to leverage network virtualization to segment its network.

Challenges Successes

Needed to establish effective monitoring of complex 
infrastructure, spend fewer resources on maintenance  
of hardware, and spend more resources on developing  
new services.

Deployed NSX Data Center, vRealize Automation, and 
vRealize Network Insight to save time by accelerating 
micro-segmentation deployment.

Must be faster to market with new customer services, and 
quicker to find and resolve issues, to meet the challenge of 
remaining number one in their industry.

Harel has become more secure, more efficient, and more 
agile, with greater automation, and a clearer audit trail of 
what piece of infrastructure is responsible for which service.

https://www.vmware.com/


‘‘ We looked at several  
products but VMware  
NSX Data Center  
was the one that provided  
a complete ecosystem.  
It is the piece of the puzzle  
that connects to our core  
infrastructure. We’re up and  
running in days because  
every feature is natively  
integrated.’’ NIV RAZ 

 TECHNOLOGY LEADER 
 HAREL INSURANCE
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Cloud Technology Empowers Federal 
Technology Integration Firm 
A systems integration firm dedicated to helping government clients modernize  

IT systems and manage cybersecurity risks, Science Applications International 

Corporation (SAIC) has added VMware Cloud™ on AWS to its infrastructure portfolio. 

The VMware cloud management platform, anchored around the automation and 

orchestration layer, enables the ubiquitous governance and consistency needed  

for SAIC customers.

Challenges Successes

SAIC has to keep pace with the rapid evolution of the  
cyber threat landscape.

The combination of VMware NSX Data Center and  
vRealize Automation provides enhanced security services  
to the government.

SAIC must optimize cloud cost management for the  
public sector, and continue to maintain strict security.

SAIC rebuilt its own infrastructure with the VMware vCloud 
Suite® and VMware NSX Data Center, and is able to offer 
customers enterprise cloud services that encompass both 
private and public clouds. This hybrid cloud meets 
government security standards.

https://www.vmware.com/


‘‘ With enterprise cloud services,  
instead of having thousands of  
applications, we’ll have thousands  
of configurations, against a handful  
of platforms. That’s going to really  
unlock the ability of government  
to put more of their energy on  
their mission, and less into the  
distractions of managing an  
IT service.’’ COBY HOLLOWAY 

 VICE-PRESIDENT OF ENTERPRISE INFORMATION TECHNOLOGY 
 SAIC
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A Hybrid Cloud Provides  
the Best Solution 
Advanced Solutions supports the government of British Columbia, as well as the 

broader public sector, with IT and business process solutions. Their challenge was  

to provide customers with maximum security and speed in the cloud. VMware  

worked with them to automate network, security, and storage solutions.

Challenges Successes

Use the public cloud, while maintaining the benefits  
of traditional private security environments in an 
on-premises data center.

Created a hybrid IT cloud with vRealize Network Insight, 
VMware vRealize® Operations Manager,™ and VMware 
Site Recovery Manager,™ and worked closely with the 
VMware Professional Services organization.

Keep government services up and running when customers 
and citizens need them the most.

Deploy VMware technologies that can migrate workload 
and increase the disaster-recovery profile.

https://www.vmware.com/


‘‘ So it went from just simply provisioning  
VMs to all of a sudden being able to automate  
the entire process, including network and 
security and storage allocation.’’ DAVE PATTERSON 

 SERVICE DELIVERY EXECUTIVE 
 ADVANCED SOLUTIONS
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Transforming Health Care Technology  
with Modernized Data Center Capabilities
Cerner connects people and systems at more than 27,500 contracted provider  

facilities worldwide. To support its clinicians, Cerner needed a platform that allowed  

it to improve efficiency, enhance mobility and ease of access, and increase adoption  

of EMR technologies—all without compromising security. Using a combination of 

VMware solutions, including VMware Workspace ONE® and VMware NSX Data Center, 

Cerner hospitals now provide clinicians with fast, secure access to the critical 

applications they need for working more effectively and improving patient outcomes.

Challenges Successes

Each site, client, and country has different requirements,  
all of which must be met to stay in compliance.

A unified platform and policy-driven automation allows  
IT the deep visibility and control it needs to stay in 
compliance everywhere.

Slow application deployment, delaying critical healthcare 
services.

Applications can be remotely deployed within hours or 
days, instead of weeks, saving money and meeting 
business and patient demand.

Potential security gaps in patient information caused 
concerns and risks.

VMware NSX Data Center enables micro-segmentation, 
protecting individual workloads regardless of where they 
are in the network.

https://www.vmware.com/


‘‘ Our vRealize Automation platform 
currently supports roughly a thousand 
developers, that can’t live without 
it at this point…vRealize Operations 
Manager is extremely powerful, and 
we are completely dependent on it for 
capacity planning. We use it literally 
every hour of the day.’’ CHRIS HAYES

 TECHNICAL MANAGER FOR VIRTUALIZATION AND CLOUD MANAGEMENT
 CERNER
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Join us online:

Take the Next Step

VMware network virtualization and  
cloud management delivers
• Speed – Automates provisioning and management of networking and security 

services, reducing application provisioning and deployment time from days or 

weeks, to minutes

• Security – Automates security policies and prevents obsolete firewall rules from 

lingering and becoming security risks

• Savings – Lowers OpEx by reducing the time, effort, and infrastructure resources 

needed to provide networking and security services

VMware solutions for Network Automation are part of the integrated VMware Cloud 

Foundation platform, and enable the complete automation of networking and 

security, helping IT and developers to embrace the fast, agile operational model 

needed to move at the speed of business.

TRY A VMWARE CLOUD  
NETWORKING HANDS-ON LAB

LEARN MORE ABOUT NETWORK 
AUTOMATION WITH NSX DATA CENTER

https://www.vmware.com/
https://blogs.vmware.com/networkvirtualization/
https://www.facebook.com/vmwarensx/
https://twitter.com/vmwarensx
https://www.vmware.com/try-vmware/try-cn-hands-on-labs.html
https://www.vmware.com/solutions/network-automation.html

