
 
 

This ESG Showcase was commissioned by VMware and is distributed under license from ESG. 

© 2020 by The Enterprise Strategy Group, Inc. All Rights Reserved. 

Overview 

The digital era of business is often defined by the speed of execution and agility of operations. Organizations must execute 

faster and more efficiently across multiple business areas, but especially within the realm of digital service delivery and 

application development. This need for expediency is well founded. ESG research shows that 25% of line-of-business 

executives surveyed view the organization’s IT group as a business inhibitor, while just 6% regard IT as a competitive 

facilitator/differentiator for the business. Among those who believe IT inhibits business success, 43% say their IT 

organization’s processes to deploy IT services take too long.1 

The desire to adopt more efficient and expedient development practices is fueling increased interest in microservices, 

containers, and Kubernetes. In an ESG research study of IT professionals whose organizations were currently using 

containers or planning to use containers for production applications in the next 12 months, 53% indicated that their 

interest in modern DevOps practices was the catalyst for their container interest or adoption.2  

The integration of new technologies, such as Kubernetes, however, has an impact. Nearly two-thirds (64%) of IT 

professionals agree that IT is more complex compared to two years ago. Among those who identify IT as more complex, 

almost a third (29%) identify the increase in applications leveraging modern architectures as a top reason behind the 

increase in complexity.3  

VMware Cloud Foundation version 4.0 (VCF 4) offers a powerful option to simplify and cost-optimize highly distributed 

modern application environments with its recent integration of vSphere with Kubernetes. As a result, VCF allows container 

and Kubernetes orchestration to run alongside virtual machine workloads while adding advanced management and 

automation benefits as it extends a familiar on-premises experience to hybrid cloud ecosystems.   

 

 
1 Source: ESG Master Survey Results, 2019 Technology Spending Intentions Survey, March 2019. 
2 Source: ESG Master Survey Results, Trends in Modern Application Environments, December 2019.   
3 Source: ESG Master Survey Results, 2020 Technology Spending Intentions Survey, January 2020. All ESG research references and charts in this 

showcase have been taken from this set of master survey results, unless otherwise noted. 
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Architecting a Modern Application Environment across the Hybrid Cloud  

Embracing public cloud services is essential for modern organizations, and doing so in a manner that leverages existing 

skill sets and learning adds an advantage. ESG surveyed 358 IT professionals from public- and private-sector companies 

currently responsible for their organization’s on-premises and cloud-based infrastructure, and their management software. 

The results showed that more than half (54%) of respondents identify the management of public cloud-based 

infrastructure services as more complex (34%) or much more complex (20%) than the management of on-premises 

systems. In addition, nearly three-quarters (73%) identify the importance of public cloud vendors offering solutions that 

integrate with their on-premises environment as very important or critical.4 

Further, 48% of IT decision makers identified the ability of management software to manage on- and off-premises 

environments as a hybrid cloud requirement, while 47% identified the need for applications to seamlessly migrate from on-

premises to off-premises environment and back, and 45% said that the need for managed systems or applications to be 

deployed both on- and off-premises were hybrid cloud requirements (see Figure 1).5  

Figure 1.  Hybrid Cloud Requirements  

 
Source: Enterprise Strategy Group 

This need to seamlessly move, or migrate, workloads across on- and off-premises environments is especially critical for 

container-based applications. Among 332 IT professionals using or planning to use containers in the next 12 months, 70% 

currently deploy or plan to deploy containers across an environment that consists of a combination of both public cloud 

services and private data center. And nearly half (48%) identified that they planned to deploy containers across multiple, 

disparate cloud providers.6 

 
4 Source: ESG Master Survey Results, Hybrid Cloud Trends, May 2019. 
5 Ibid. 
6 Source: ESG Master Survey Results, Trends in Modern Application Environments, December 2019.   
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The Need to Automate and Consolidate 

As IT organizations seek to evolve their infrastructure to keep up with modern application demands, ESG research shows 

there is a strong and growing need to simplify and automate while integrating public cloud and on-premises resources. A 

quarter (25%) of IT professionals state their organization expects to invest in increasing the use of IT 

infrastructure/automation tools, while 24% expect to invest in deploying hyperconverged infrastructure, and 20% expect to 

invest in implementing hybrid cloud software. 

These advances become even more important with the integration of container-based applications. Kubernetes adoption 

should not necessitate the creation of a separate sphere of management and control that must be maintained and 

administered. IT is already too complex, and talent is already too scarce. ESG research indicates that more than one-third 

(34%) of IT decision makers reported having a problematic skill shortage in the area of IT orchestration and automation, 

while one-third (33%) reported a shortage of skills in cloud architecture/planning, and 32% had a skill shortage in IT 

architecture/planning. Addressing the cost and complexity of IT requires automation and consolidation of multiple 

application environments, including containers and virtual machines.     

With that in mind, where can organizations turn for assistance in fulfilling their 2020 digital modernization goals? Enter 

VMware Cloud Foundation (VCF). 

Kubernetes in VMware Cloud Foundation – For Modern, Diverse Application Environments 

An advanced hybrid cloud platform, VMware Cloud Foundation (VCF), is built on established VMware technologies 

including: vSphere (compute); vSAN (storage); NSX (networking/security); and the vRealize suite of operations and 

automation tools (cloud management)—creating a reliable software-defined infrastructure that can help organizations 

improve the productivity and agility of both IT and DevOps, speeding time to market, and lowering overall total cost of 

ownership.  

Self-service and Security for Container Environments 

The recent integration of Kubernetes into the vSphere 7 hypervisor and deployed via the VCF 4 stack enables infrastructure 

administrators to manage both VMs and containers with the same tools they’ve always used—but with the addition of 

container orchestration and developer self-service necessary to expedite development of applications and business 

services. IT achieves the visibility it needs, while development teams can execute at their own pace.  

With Kubernetes embedded into the control plane of vSphere, developers can create and consume cloud resources, such 

as Kubernetes clusters, VMs, disks, and networks, using Kubernetes CLI and API tools with which they are familiar. This 

reduces the time and effort it takes for infrastructure provisioning and scaling so that developers can focus on building 

applications. 

The simplicity offered by this integration addresses a critical need. According to ESG research of IT professionals in 

organizations leveraging container-based application environments or planning to in the next 12 months, 36% identified 

that managing container-based applications in a hybrid environment is one of their top challenges related to managing 

container-based application environments (the most commonly identified challenge in the study).7 

Enhancing security, VCF offers intrinsic security capabilities including network-level micro-segmentation; distributed 

firewalls and VPN; compute-level encryption for VM, hypervisor, and VMware vMotion (live migration of VMs from one 

physical server to another); and storage-level encryption for data at rest and clusters. As part of these features, VCF offers  

 
7 Source: ESG Master Survey Results, Trends in Modern Application Environments, December 2019.   

https://research.esg-global.com/reportaction/ContainerTrendsSurveyMSR2019/Toc
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native Pods for VMs and containers, which protect applications from breaches in other pods (see Figure 2). Security should 

play a role in any IT design decision and often does, as 40% of IT decision makers indicate that strengthening cybersecurity 

is a top business driver in their IT spending over the next 12 months. 

Figure 2.  VMware Cloud Foundation Offers Intrinsic Security 

 

 

Source: VMware 

Powerful, Intuitive, and Robust Foundation for Modern, Hybrid Clouds 

In addition to its advances for cloud-native applications, VCF continues to provide a powerful, yet simple hybrid cloud 

application platform offering several benefits, including:          
• A low risk, enterprise-level cloud environment - According to VMware, vSphere enjoys #1 market share with 300K 

customers; vSAN has 20K customers; NSX has 13K customers; and vRealize has 40K customers. This tremendously 

broad adoption and established presence in production environments offers organizations peace of mind knowing 

these environments have been deployed across many enterprise environments and industry segments.  

Additionally, VMware supports an enormous ecosystem of on- and off-premises validated infrastructure solutions, 

enjoying relationships with nearly every major infrastructure provider (on- or off-premises) including AWS, Dell EMC, 

HPE, Hitachi, and Lenovo, as well as working closely with cloud providers such as Microsoft (Azure) and Google 

(Google Cloud Platform).  

• Familiar tools for application-focused management - Much of the complexity that burdens IT and hinders operations 

comes from the disconnect that emerges from disparate spheres of management. Component-specific tools offer 

limited visibility, which means that IT must exert tremendous levels of manual effort to provision new infrastructure in 

a timely manner or to swiftly identify and troubleshoot an issue. Since VCF hybrid cloud management up-levels the 

focus to the applications, IT personnel have more time to work on higher-value activities that could positively impact 
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the bottom line (rather than dealing with routine, labor-intensive activities). Infrastructure administrators can manage 

both VMs and containers using the same, familiar tools they’ve always used.  

• Data center automation - To mitigate the increasing complexity of IT (i.e., disparate infrastructure, tools, applications, 

and devices), organizations are realizing the necessity of automating as much as possible. IT is often plagued with 

problematic skill shortages, and automation offers a path for IT to deliver more, faster, with fewer humans required to 

make it all work. With this in mind, VCF automates Day 0 and Day 2 activities (e.g., implementing resources, scaling, 

and deploying them; policy-based configuration; and workload provisioning; along with the ability to automate 

patching across the entire stack), allowing organizations to increase efficiency and accelerate the deployment of IT 

services, while also improving security and decreasing the risk of user error in configurations.  

The Bigger Truth 

In today’s highly distributed IT environments, supporting modern, cloud-native application demands can be challenging. 

Old or inadequate technology greatly hinders agility, limits productivity, and wastes administrators’ time—all negatively 

affecting the bottom line.  

The recent integration of Kubernetes into the overall VMware Cloud Foundation stack liberates IT from the burden of 

dealing with complex interoperability matrixes or managing disparate application environments. As an advanced hybrid 

cloud platform, VMware Cloud Foundation helps organizations improve productivity and agility and speed time to market, 

while lowering overall total cost of ownership.   

Digital businesses rely on a foundation of infrastructure and services to compete now more than ever. And, IT organizations 

are tasked to manage and deliver these environments at a pace that can fuel, not constrain, digital business initiatives. 

Kubernetes presents a huge step forward in improving the speed, efficiency of development, and mobility of the 

applications. VMware simplifies, secures, and automates Kubernetes into a cloud platform that is familiar to IT, achieving 

the benefits of containers while minimizing the cost and complexity burden. Modern organizations looking to accelerate 

modern app development, while simplifying and cost-optimizing the supporting hybrid cloud ecosystem, should take a 

look at what VMware Cloud Foundation can do. 
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