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Get Started
Today, a public cloud versus an on-premises data center is no longer an either/or proposition. Companies are 
embracing a hybrid of public and private cloud services to help strike the right balance between public cloud 
services and owned IT infrastructure. This is because moving workloads and applications to a hybrid cloud 
environment speeds the delivery of IT resources, improves resource utilization, and strengthens disaster-
recovery capabilities. At the same time, organizations can achieve the infrastructure elasticity and efficiency 
benefits of the public cloud without sacrificing existing investments in applications, operations, and 
infrastructure. A hybrid cloud model can provide both significant cost savings and greater business agility. 

But, not all hybrid cloud solutions are created equal. Many benefits of a hybrid cloud strategy are realized by 
having consistent infrastructure and consistent operations across application deployment environments. 
Consistent operations allows organizations to use the same set of tools, workflows, configurations, and 
policies to operate infrastructure and applications across the data center, cloud and edge. Moving to a hybrid 
cloud model requires a new service-driven approach that is more efficient, automated and capable of moving 
at the speed of innovation. 

Ready to change your hybrid cloud operations management approach by leveraging consistent operations as 
you move to hybrid cloud but don’t know where to start? The most comprehensive evaluations begin by 
taking a closer look at your people and organization to uncover and address any potential cultural or 
organizational gaps in skill sets. Next, take a look at processes and identify any existing shortcomings that 
need to be addressed. Finally, it is important for you to look at the technology options and assess the 
capabilities of your current tools, as well as learning about modern operations models and technologies, 
before embarking on new digital transformation initiatives. 

Chart your roadmap 
to successful 
transformation with 
our five-step approach
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Chart your roadmap to successful 
hybrid cloud transformation
Chart your roadmap to successful IT transformation with these five steps that help 
narrow your choices and discover both what’s possible and what’s best for your digital 
business. Steps 1 and 2 help evaluate your staff skills and internal processes using 
complementary guidance from industry leaders, while steps 3-5 help you assess and 
compare technology capabilities. 

PEOPLE

ASSESS

EVALUATE

PREPARE

PROCESS
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Identify your team’s skills  
and address any gaps
Your organization is unique, so your evaluation of skills and skill-set gaps will be, too. The following 
recommendations from industry leaders will help you get started:

Educate existing teams. When organizations need to obtain new skill sets it can be tempting to look 
externally for talent. But recruiting, onboarding and training new resources can be costly. As the pace of 
change accelerates, organizations that value and invest in continuous learning for existing teams can truly 
impact a business while reducing talent acquisition costs. Ask: How can we build on the talent we already 
have? What skills do we need to develop to remain competitive? What programs can we put in place to 
ensure talent stays current? 

In many cases, continuous learning and the education of your existing IT teams can close the skills  
gap in a cost-effective and timely manner by building on existing talent. 

Focus on driving innovation. In the past, organizations focused time and resources  
on managing, fixing and monitoring IT infrastructure. But infrastructure alone  
doesn’t differentiate a business, and customers don’t see infrastructure – they see 
applications. As cloud redefines how data centers are run, automation and 
operational efficiency free up IT resources to focus on innovation. Cloud 
creates an opportunity to shift the role of IT and the skills that the team can 
bring to the business. By shifting IT to focus on higher value projects 
organizations can create competitive differentiation and market advantage.

STEP 1: PEOPLE

ADDITIONAL RESOURCES

Continuous Learning the Key to IT 
Skills Gap

What are you going to do about IT 
skills gap? 

Adopting the Cloud Model: Running 
Data Centers Like Clouds

Innovation Mindset: 4 Keys to 
Building a Culture of Innovation 
(June 2018)
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https://www.informationweek.com/strategic-cio/team-building-and-staffing/continuous-learning-the-key-to-it-skills-gap/a/d-id/1335070
https://www.informationweek.com/strategic-cio/team-building-and-staffing/continuous-learning-the-key-to-it-skills-gap/a/d-id/1335070
https://www.cio.com/article/3269366/what-are-you-going-to-do-about-it-skills-gap.html
https://www.cio.com/article/3269366/what-are-you-going-to-do-about-it-skills-gap.html
https://www.vmware.com/radius/cloud-service-model-in-the-data-center/
https://www.vmware.com/radius/cloud-service-model-in-the-data-center/
https://www.vmware.com/radius/building-culture-innovation-mindset/
https://www.vmware.com/radius/building-culture-innovation-mindset/
https://www.vmware.com/radius/building-culture-innovation-mindset/


Actively seek new perspectives and ideas. Nothing galvanizes and energizes an organization like getting 
behind something big – a grand agenda, a major breakthrough or an idea that changes the world. 
Encouraging everyone to contribute to a common purpose, and valuing diverse voices, removes bias and 
motivates everyone – regardless of role – to work together toward a common goal. In fact, recent research 
from McKinsey & Company demonstrates a positive correlation between diversity and financial performance. 

Cultivate your organization’s next wave of leaders. It’s often easy to take a short-term view when looking at 
organizational leadership – asking what do we need to meet our goals today rather than what will we need 
tomorrow? Active mentoring contributes to long-term organizational success, succession planning and skills 
enhancement, positioning an organization for success in the long-term. The exchange of knowledge, culture 
and values not only guides the personal growth and development of team members, it also enables them to 
take ownership of their career paths. Making mentorship both an individual and corporate responsibility in an 
environment where IT skills are rapidly evolving, and resources are scarce, is a smart move for a business. 

STEP 1: PEOPLE
ADDITIONAL RESOURCES

How We Overcame Cultural Bias and 
Built the “Best IT Shop in the Nation”

5 Groundbreaking—and Terrifying—
Things We Learned at RSA

The Power of People: Amplifying 
Our Human Capacity through 
Technology and Community

5 Reasons Your IoT Strategy May Fail 
(And How You Can Save It)
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https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/Organization/Our%20Insights/Delivering%20through%20diversity/Delivering-through-diversity_full-report.ashx
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/Organization/Our%20Insights/Delivering%20through%20diversity/Delivering-through-diversity_full-report.ashx
https://www.vmware.com/radius/active-mentoring-leaders/
https://www.vmware.com/radius/active-mentoring-leaders/
https://www.vmware.com/radius/cio-leadership-it-cultural-bias/
https://www.vmware.com/radius/cio-leadership-it-cultural-bias/
https://www.vmware.com/radius/top-security-trends-2019-rsa/
https://www.vmware.com/radius/top-security-trends-2019-rsa/
https://www.youtube.com/watch?v=Jdvjg91Q76s
https://www.youtube.com/watch?v=Jdvjg91Q76s
https://www.youtube.com/watch?v=Jdvjg91Q76s
https://www.vmware.com/radius/5-reasons-iot-strategy-fail/
https://www.vmware.com/radius/5-reasons-iot-strategy-fail/


Analyze your current processes to  
adopt new technology
Just like your culture and staff skills, your processes are also unique. The following recommendations from 
industry leaders may help you evaluate processes as you adopt new technology:

Familiarize yourself with the cloud model. Whether data is stored on-premises or in the cloud, understanding 
the implications of moving to a hybrid model is vital to ensuring success. In addition to identifying roadblocks 
to driving the business forward, when you appreciate the impact moving to cloud has on your operations you 
can then develop a well-designed, cloud-based process to ensure positive change. 

The easiest way to get started with cloud is VMware Cloud Foundation™ with the VMware vRealize® Suite, our 
hybrid cloud solution for extending on-premises environments to the cloud and edge. Because it leverages the 
same interface and workflows as existing on-premises VMware infrastructure, IT can get acclimated to the 
experience and prove out use cases. They can then extend it back on–premises with this new cloud model, 
minimizing investments in new tools and training. 

Understand manual intervention and process inefficiencies. On-premises, manual processes 
not only require resources, they can also introduce errors and inefficiencies when frequently 
repeated. In order to improve processes by leveraging a hybrid cloud model you must 
understand how processes really work – not simply how they’re supposed to work. 
Once processes are understood, hybrid cloud adoption benefits organizations by 
allowing them to leverage the same processes and policies in the data center, cloud 
or edge environments. In addition, the new model is always up to date and provides 
all users with the details and documentation needed to execute the correct process. 

STEP 2: PROCESS

ADDITIONAL RESOURCES

Adopting the Cloud Model:  
Running Data Centers Like Cloud

Take the Shortcut to Hybrid Cloud—
From Anywhere on Earth 
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https://www.vmware.com/radius/cloud-service-model-in-the-data-center/
https://www.vmware.com/radius/cloud-service-model-in-the-data-center/
https://www.vmware.com/radius/vmware-aws-hybrid-cloud-solution-global-availability/
https://www.vmware.com/radius/vmware-aws-hybrid-cloud-solution-global-availability/
https://www.cio.com/article/3269366/what-are-you-going-to-do-about-it-skills-gap.html


Identify where to streamline business processes. Moving to the cloud fosters improved organizational 
collaboration because it no longer matters where teams reside – everyone has access to the data and files 
necessary to seamlessly work together. In addition to improving collaboration, cloud can also improve 
inefficient processes that hinder an organization’s ability to rapidly respond to market changes, such as 
expense reporting, time tracking, and human resources tools. The move to cloud compels an organization to 
review and evaluate existing processes to identify opportunities for improvement and how cloud can support 
process changes. 

Gain confidence in security and compliance in the cloud. Security has long been one of the biggest concerns 
holding back organizations from moving to the cloud, but today security and compliance requirements no 
longer hold back IT from operating in the public cloud. While not all cloud services meet industry regulations 
and certifications, such as FedRAMP, SOC and HIPAA, and some also fail to guarantee the security and high 
availability of sensitive data and traditional applications, hybrid cloud is one way security-conscious 
organizations move to the cloud without losing visibility and control. 

VMware Cloud Foundation with VMware with vRealize Operations provides a compliant environment for 
PCI workloads, enabling an enterprise-grade, self-service experience with a shared responsibility 
model where security and compliance are shared between VMware and the customer. VMware 
continuously monitors existing and emerging security standards and requirements and 
integrates applicable requirements into our cloud service compliance programs. 

STEP 2: PROCESS
ADDITIONAL RESOURCES

Here’s Why AI May Be the Fastest 
Paradigm Shift in Tech History

Improving processes with the cloud
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https://www.cloudtp.com/doppler/the-cloud-just-simplified-your-business-processes/
https://www.cloudtp.com/doppler/the-cloud-just-simplified-your-business-processes/
https://www.vmware.com/radius/regulated-industries-gain-security-in-the-cloud/
https://www.vmware.com/radius/regulated-industries-gain-security-in-the-cloud/
https://www.vmware.com/radius/ai-fastest-shift-tech-history-edelman/
https://www.vmware.com/radius/ai-fastest-shift-tech-history-edelman/
https://www.computerweekly.com/microscope/opinion/Improving-processes-with-the-cloud


STEP 3: ASSESS

Assess current IT operations  
management solution challenges
Before shopping around, it’s important to understand the limitations of your current approach.  
Take a minute to review the table below, which outlines the most common IT operations challenges in hybrid cloud. If 
you answer yes to three or more issues, consider reviewing options for replacing your existing IT operations tools so 
your organization can ensure performance while optimizing for business impact. There are solutions available now that 
modernize and transform the way you manage and operate on-premises, cloud and edge environments.
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TECHNICAL ISSUES

Siloed infrastructure
Clouds are becoming your next silos without one solution to manage all of them

Yes / No

Uncontrolled automation
The consequences of automation are only available after an action has occurred, which puts your team in a 
difficult position

Yes / No

Legacy planning challenges Yes / No

Unacceptable downtime, disruptive maintenance and difficulty assessing root cause
Existing tools make it hard to deliver just-in-time resources to assure application performance

Yes / No

BUSINESS ISSUES
PRESENT IN YOUR 
ENVIRONMENT?

Multiple, fragmented and patchwork products and user interfaces
Integrated management of private, public, hybrid and multiple clouds isn’t possible or is limited

Yes / No

New IT paradigms and skills
New initiatives (e.g., cloud first and DevOps) pressure IT to become more agile but existing tools are complex 
and require continuous manual intervention

Yes / No

Shrinking budgets to support increasing demands
Tools are incomplete for providing governance, visibility, monitoring and troubleshooting across on-premises 
data centers and public clouds, challenging your IT team to deliver on service- level agreements (SLAs) and 
increase efficiency

Yes / No



STEP 4: EVALUATE

Evaluate criteria for a modern 
IT hybrid cloud operations solution
The role of IT has changed. So how you evaluate IT hybrid cloud operations solutions has to change, too. 
Silos of products, services and responsibilities are now unacceptable. Today, self-driving operations and 
automation need to be core elements of your approach, replacing manual, error-prone processes that add 
complexity to your IT operations.

Self-driving operations is a powerful strategy for automating and simplifying operations management 
that incorporates artificial intelligence (AI) and machine learning (ML) to help your IT team be more 
proactive and agile. As your data center grows in scale and complexity, your team can confidently work 
hands-off and hassle-free, from apps to infrastructure, whether your workloads run on-premises in a 
software-defined data center (SDDC) or in a multi-cloud environment. When evaluating an IT hybrid cloud 
operations solution, look for the following four critical categories of capabilities.

A. Continuous performance optimization to reduce downtime
Optimal application performance should come at minimal cost yet be driven by operational and business 
intent. Real-time, ML-driven predictive analytics should perform actions to automatically balance workloads 
and proactively avoid contention.

Base your evaluation 
on the right selection 
criteria

CAPABILITIES
INCLUDED IN 

SOLUTION

Automated workload balancing, including cross-cluster workload balancing Yes / No

Continuous and automated workload placement throughout the virtual machine (VM) lifecycle Yes / No

Automated host-based placement driven by business and/or operational intent Yes / No

Hyperconverged infrastructure performance optimization Yes / No

Predictive distributed resource scheduling Yes / No
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STEP 4: EVALUATE

B. Efficient capacity and cost management to reduce costs
Real-time, ML-powered capacity analytics should deliver optimal utilization, cost savings 
and consolidation along with proactive planning and procurement.

CAPABILITIES
INCLUDED IN 

SOLUTION

Capacity reclamation and right-sizing Yes / No

Correlate capacity and cost insights Yes / No

Capacity planning, including capacity modeling and forecasting Yes / No

Additional features that reduce mean time to resolution:
• Performance recommendations
• Capacity recommendations
• Compliance and security recommendations
• Hardware and system fault recommendations
• Policy-based automation

Yes / No
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STEP 4: EVALUATE

C. Intelligent remediation to speed time to value
You should be able to predict, prevent and troubleshoot faster using actionable insights by 
correlating metrics and logs while gaining unified observability from applications to infrastructure. 
You should have centralized IT operations management with native SDDC integrations and 
federated views in a highly scalable and extensible platform.

CAPABILITIES
INCLUDED IN 

SOLUTION

AI/ML-based anomaly detection across hybrid clouds Yes / No

Unified observability Yes / No

360-degree troubleshooting Yes / No

Native SDDC integrations (with SDDC storage and SDDC network management, for example) Yes / No

Global operations view within a unified management console Yes / No

Common packaged applications and operating systems native monitoring Yes / No

Open and extensible platform Yes / No

Multi-symptom alerting Yes / No

Custom dashboards and heat maps Yes / No

Comprehensive log analysis Yes / No

Insight into application dependencies Yes / No

Data center as well as hybrid and multi-cloud support:
• Extensibility to other private and public clouds
• Extensibility to supporting infrastructure (compute, storage and network components)
• Extensibility to leverage existing operations tools

Yes / No

1 1V M WA R E  H Y B R I D  C LO U D  O P E R AT I O N S  B U Y E R S  G U I D E



STEP 4: EVALUATE

D. Integrated compliance to improve risk management
You should be able to reduce risk and enforce IT and regulatory standards. Integrated 
compliance and automated remediation should be part of any modern IT operations solution.

CAPABILITIES
INCLUDED IN 

SOLUTION

Hybrid configuration and compliance for VMware vSphere©, VMware NSX-T™, 
VMware vSAN™ and VMware Cloud™ on AWS

Yes / No

Out-of-the-box or custom configuration templates Yes / No

Automated configuration management Yes / No

Automated drift remediation Yes / No
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STEP 5: PREPARE

Prepare questions for vendors while 
comparing solutions
To ensure you’re comparing solutions effectively, establish a list of questions to ask all vendors delivering a 
hybrid cloud operations solution. These sample questions can jump-start your efforts.

Performance
• How does the solution reduce downtime?

• Does the solution provide comprehensive data and policy-based control across the entire infrastructure, 
wherever we choose to run our workloads?

• What capabilities help us easily, and in an automated way, manage both on-premises data centers and 
public cloud deployments?

• How does the solution make it easier and faster to select cloud services, migrate workloads on-premises 
and to clouds, and track usage?

• How does the solution help me manage and optimize cloud services?

• Can the solution support traditional and cloud-native apps with the security, agility, reliability and 
governance our enterprise demands?

Capacity and Efficiency
• How does the solution help us reduce costs?

• How does the product help ensure we aren’t needlessly wasting money on infrastructure, guessing,  
over- provisioning or counting on legacy planning processes to meet SLAs and keep costs down?

• Can the solution support our business as it changes, such as addressing shrinking budgets  
while meeting faster time-to-market and demands from new lines of business?

• How does the solution integrate with our other SDDC components (e.g., virtual storage,  
networking, etc.)?

• How does the solution enable everyone on our team to show business value, and how does it  
support our team being constantly evaluated?

• Does the solution use advanced analytics with AI/ML intelligence?

Know what questions 
to ask the vendor 
before choosing the 
solution
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STEP 5: PREPARE

Remediation
• How does the solution speed time to value?

• Can we use the solution to optimize observable conditions against business key performance indicators 
(KPIs)?

• How does the solution give us more than a limited view of infrastructure silos?

• What does the solution include that goes beyond reacting and manual troubleshooting?

• Can the solution correlate events and discover root-cause analysis easily and beyond a static 
understanding of relationships, and how will it support IT as we move to new, dynamic SDDC and cloud 
infrastructures?

• Why is this solution an easier way to correct problems?

• How does this product integrate services from many clouds and the legacy environment, so our IT staff 
can deliver even more innovative services?

Compliance Management
• How does this solution reduce risk in our environment?

• What capabilities in this solution enable us to proactively and in real time and reliably optimize, 
remediate and enforce compliance?

• What capabilities in this solution support governance, visibility, monitoring and troubleshooting across 
on-premises data centers and public clouds for unified visibility, so we can deliver on SLAs and increase 
efficiency?

• What capabilities and customization does this solution offer that would allow us to confidently remain in 
control of automation decisions?
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Efficient Capacity
& Cost Management

Integrated
Configuration
& Compliance

Intelligent
Remediation

Continuous
Performance
Optimization

Discover self-driving operations from VMware
Software is disrupting industries, but it takes effective hybrid cloud operations management of your portfolio to optimize 
and sustain a competitive advantage. That’s why your business needs software-defined IT with self-driving operations 
powered by AI/ML. Hands-off and hassle-free cloud management boosts agility and scalability while optimizing for 
performance, availability, compliance and cost.

VMware has a unique and powerful hybrid cloud solution—VMware Cloud Foundation, which provides virtualized and 
programmatic consistent infrastructure, as well as consistent operations and automation tools, that work everywhere you 
deploy and manage workloads. With consistent operations your IT teams are 
able to use the same set of tools, workflows, configurations, and policies to 
operate infrastructure and applications across the data center, cloud and 
edge environments. 

VMware Cloud Foundation delivers operations with VMware 
vRealize® Operations™ leveraging AI/ML. Be sure to ask 
about vRealize Operations when you’re evaluating IT hybrid 
cloud operations management solutions to help you optimize, 
plan, and manage your hybrid cloud. VMware vRealize 
Operations is available on-premises or as a service (SaaS).

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com 
Copyright © 2020 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property 
laws. VMware products are covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered 
trademark or trademark of VMware, Inc. and its subsidiaries in the United States and other jurisdictions. All other marks and names 
mentioned herein may be trademarks of their respective companies. Item No: VMware Hybrid Cloud Operations Buyers Guide 03/2020

Learn More 
vmware.com/products/vrealize-operations 

cloud.vmware.com/vrealize-operations-cloud
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https://www.vmware.com/products/vrealize-operations.html
http://cloud.vmware.com/vrealize-operations-cloud
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